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Abstract 

The integration of Generative Artificial Intelligence (GenAI) into international commercial 

arbitration introduces transformative procedural efficiencies alongside complex legal and 

constitutional challenges. This comprehensive research paper explores the regulatory, 

procedural, and doctrinal implications of utilizing Large Language Models (LLMs) and 

automated legal reasoning tools within arbitral decision-making workflows. By establishing a 

robust comparative framework between India and Singapore, the study critically evaluates how 

institutional rules, statutory mandates, and judicial oversight manage the intersection of 

cutting-edge technology and fundamental guarantees of natural justice. 

The paper begins by contrasting Singapore’s mature, digitally integrated arbitral ecosystem—

anchored by the SIAC 2025 Rules and advanced institutional governance protocols—with 

India’s rapidly evolving domestic framework comprising institutions such as the India 

International Arbitration Centre (IIAC) and the Mumbai Centre for International Arbitration 

(MCIA). It investigates the non-delegation doctrine, examining whether over-reliance on AI-

generated legal reasoning and draft awards violates an arbitrator's core duty of independent 

evaluation under Section 34 of the Indian Arbitration and Conciliation Act, 1996, and 

Singapore’s International Arbitration Act. Furthermore, the study analyzes severe 
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cybersecurity and data governance vulnerabilities, contrasting India's Digital Personal Data 

Protection (DPDP) Act compliance requirements with Singapore's commercial data protocols 

during cross-border digital discovery. 

Finally, the research evaluates award enforceability hurdles under the New York Convention 

framework. It scrutinizes how national courts handle procedural challenges related to 

algorithmic opacity, data hallucinations, and public policy exceptions. Ultimately, the paper 

provides actionable regulatory reform recommendations and institutional guidelines for 

emerging arbitral seats to safeguard due process integrity and procedural fairness while safely 

embracing technological innovation. 

Key Words: Generative Artificial Intelligence, Institutional Arbitration, Comparative Law 

Due Process, Non-Delegation Doctrine, India International Arbitration Centre (IIAC) 

 

1. Introduction: The Intersection of Generative AI and Institutional Arbitration 

The advent of artificial intelligence (AI) has fundamentally altered the landscape of global 

commerce, triggering a paradigm shift that is increasingly reshaping the architecture of 

international dispute resolution. For decades, international commercial arbitration has prided 

itself on being a flexible, bespoke, and human-centric alternative to state litigation, designed 

to offer commercial parties neutral, expert, and efficient adjudication. However, the 

exponential explosion of cross-border data, the proliferation of complex technological artifacts 

(such as decentralized smart contracts, digital assets, and automated trading algorithms), and 

the escalating costs and duration of arbitral proceedings have placed unprecedented strain on 

traditional, manual workflows. 

Enter Generative Artificial Intelligence (GenAI) and Large Language Models (LLMs)—

technologies capable not merely of sorting structured data or executing deterministic keyword 

searches, but of generating sophisticated legal reasoning, synthesizing dense expert witness 

testimony, and drafting complex legal prose. This intersection between institutional arbitration 

and cutting-edge GenAI introduces a profound duality: it offers transformative procedural 

efficiencies while simultaneously presenting profound systemic risks concerning due process, 

natural justice, transparency, and the legal enforceability of arbitral awards. Navigating this 

new frontier requires a rigorous examination of how institutional rules and national legal 

frameworks must adapt to govern the silent, cognitive revolution occurring within arbitral 

tribunals. 

The Evolution of Tech-Driven Dispute Resolution 

To comprehend the disruptive weight of Generative AI, it is necessary to trace the evolutionary 

trajectory of technology within dispute resolution. Historically, legal technology was 

compartmentalized into administrative hygiene and logistical support. Early technological 

interventions in arbitration were largely confined to electronic discovery (e-discovery) 

platforms, virtual data rooms (VDRs), secure document repositories, and online case 

management systems. These tools were external to the actual cognitive processes of the arbitral 

tribunal; they assisted in storing, indexing, and retrieving documents, but the heavy lifting of 

legal analysis, factual synthesis, and award drafting remained exclusively human. 
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The COVID-19 pandemic catalyzed an inflection point, forcing arbitral institutions and 

practitioners to migrate en masse to virtual hearing platforms, digital bundle management, and 

remote cross-examinations. While these changes modernized the logistics of hearings, they 

remained procedural rather than cognitive. 

The rise of GenAI represents a qualitative leap from mechanical efficiency to cognitive 

automation. Modern LLMs and transformer-based architectures possess the capacity to ingest 

thousands of pages of arbitral submissions, cross-reference conflicting expert reports, analyze 

complex cross-examinations, and draft comprehensive legal arguments or sections of awards 

in mere seconds. Arbitrators and counsel are increasingly experimenting with these tools for 

legal research, drafting procedural orders, summarizing extensive witness statements, and 

structuring award drafts. 

However, this technological leap exposes a fundamental paradox. While GenAI promises to 

dramatically reduce the duration and cost of proceedings—the two primary commercial selling 

points of institutional arbitration—its operational opacity (often characterized as the "black 

box" problem), its susceptibility to data hallucinations, its inherent algorithmic bias, and the 

absence of true legal accountability pose severe threats to the foundational integrity of the 

arbitral process. The core challenge for institutional arbitration is no longer whether technology 

should be adopted, but how to govern its application without compromising the foundational 

tenets of justice. 

The Comparative Premise: India and Singapore as Contrasting Benchmarks 

To understand how institutional frameworks are responding to this technological shockwave, 

a comparative evaluation of two distinct jurisdictions—India and Singapore—offers critical 

empirical and doctrinal insights. These two jurisdictions represent contrasting institutional 

archetypes, each positioned differently on the spectrum of digital readiness and statutory 

adaptability. 

Singapore stands as a mature, highly digitized, and pro-enforcement global arbitral hub. 

Anchored by the Singapore International Arbitration Centre (SIAC) and supported by state-of-

the-art physical and digital infrastructure at Maxwell Chambers, Singapore has consistently 

integrated technological innovation into its procedural DNA. The evolution toward 

frameworks such as the SIAC Rules reflects a proactive regulatory posture, where institutional 

rules and judicial oversight (backed by the Singapore International Commercial Court and the 

Court of Appeal) harmonize technological efficiency with strict adherence to procedural 

fairness. Singapore’s legal ecosystem operates within a stable pro-arbitration legislative 

framework, making it an ideal testing ground for advanced tech governance in dispute 

resolution. 

Conversely, India presents a compelling dynamic of rapid institutional modernization 

superimposed over a historical legacy of heavy judicial intervention and ad-hoc arbitral 

practices. Over the past decade, legislative reforms (manifested through the Arbitration and 

Conciliation (Amendment) Acts of 2015, 2019, and 2021) have aggressively sought to 

transform India into a global hub for international arbitration. This legislative push has 
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culminated in the establishment of premier domestic institutions, such as the India International 

Arbitration Centre (IIAC) and the Mumbai Centre for International Arbitration (MCIA). 

While Indian courts have embraced digital infrastructure with remarkable speed—

championing e-filing, virtual hearings, and electronic case management post-pandemic—the 

institutional framework is still in a transitional phase regarding internal tribunal behavior, 

technological disclosure, and algorithmic governance. Comparing India and Singapore 

highlights the friction between a developing institutional ecosystem striving for global 

competitiveness and an established, highly sophisticated arbitral powerhouse, shedding light 

on how different legal cultures confront the regulatory challenges of GenAI. 

Core Research Questions: The Threshold of Unlawful Delegation 

At the heart of this technological integration lies a fundamental jurisprudential tension: the 

boundary between permissible administrative or technical assistance and unlawful delegation 

of judicial authority. 

Unlike state court judges who derive their authority from constitutional mandates, international 

arbitrators derive their jurisdiction entirely from the agreement of the parties (party autonomy). 

When commercial entities submit a dispute to institutional arbitration, they contract for the 

personal, independent, and specialized cognitive judgment of the appointed arbitrators. They 

bargain for human expertise, judicial temperament, and critical analytical evaluation—not for 

a hybrid human-machine output where an opaque algorithm shapes the substantive outcome of 

the dispute. 

This paper establishes its core inquiry around this precise friction point. Specifically, it seeks 

to answer: 

• At what exact operational threshold does efficiency-enhancing technology cross into 

the unlawful delegation of judicial authority? 

• How do emerging institutional rules in India (IIAC and MCIA) compare against the 

advanced governance models of Singapore (SIAC) in managing the risks of unverified 

algorithmic reasoning and AI-assisted award drafting? 

• How do national annulment and enforcement frameworks—namely, Section 34 of the 

Indian Arbitration and Conciliation Act, 1996, versus Singapore’s International 

Arbitration Act—evaluate arbitral awards suspected of relying on non-transparent AI 

generation? 

By addressing these core questions, this study maps a comprehensive analytical path for 

institutional arbitration. It aims to ensure that the integration of Generative Artificial 

Intelligence serves to strengthen, rather than compromise, the pillars of due process, natural 

justice, and transnational enforceability. 

2. Institutional Rulebooks and Procedural Readiness: Benchmarking India Against 

SIAC 

The structural efficacy and credibility of international commercial arbitration heavily rely on 

the operational adaptability of institutional rulebooks. As global cross-border disputes 

increasingly incorporate complex digital workflows, massive electronic datasets, and 

automated data processing, arbitral institutions can no longer function as passive administrative 
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registries. Instead, they must evolve into proactive regulatory bodies capable of governing the 

tools that tribunals and counsel deploy. This section benchmarks the institutional readiness of 

leading arbitral centers in India against the Singapore International Arbitration Centre (SIAC), 

analyzing how their respective procedural frameworks govern technological integration, 

cybersecurity mandates, and algorithmic governance. 

Institutional Agility and the Analog-to-Digital Regulatory Shift 

For decades, institutional rulebooks across common law and civil law jurisdictions were drafted 

with an implicit assumption: that the cognitive work of legal analysis, evidentiary synthesis, 

and award drafting would be executed exclusively by human minds operating within paper-

bound or basic digital environments. Rulebooks traditionally focused on logistical 

milestones—such as time limits for Statement of Claim filings, appointment mechanisms, fee 

schedules, and physical hearing logistics. 

However, the proliferation of Generative Artificial Intelligence (GenAI) and Large Language 

Models (LLMs) shatters this analog paradigm. When an arbitral tribunal utilizes an LLM to 

synthesize thousands of pages of expert witness testimony or draft substantial portions of an 

interim award, the fundamental nature of the adjudicative process changes. Consequently, 

institutional rules must transition from mere administrative checklists into rigorous governance 

frameworks. They must establish clear parameters defining what technological assistance is 

permissible, what disclosure is mandatory, and how data security must be maintained. 

Evaluating how different regional institutions approach this digital transformation exposes 

stark contrasts in regulatory maturity, statutory backing, and institutional foresight. 

SIAC's Modernized Framework: Digital Infrastructure and Rule 61 

The evolution of the SIAC Rules represents a benchmark in institutional adaptability, 

establishing a comprehensive procedural architecture designed to maximize efficiency, 

procedural fairness, and technological responsiveness. Anchored by the advanced digital 

ecosystem of the SIAC Gateway, the institution has seamlessly integrated digital case 

management directly into the arbitral lifecycle, minimizing administrative friction while 

maintaining strict security standards. 

A pivotal innovation within this modernized framework is Rule 61 (Information Security and 

Technology Protocols). Recognizing that the ingestion of massive volumes of confidential 

commercial documents into cloud-based GenAI platforms creates severe cybersecurity, 

privilege-waiver, and data leakage vulnerabilities, Rule 61 explicitly empowers arbitral 

tribunals—in consultation with the parties—to establish binding information security protocols 

at the outset of proceedings. Under this provision, tribunals can issue formal procedural orders 

regulating: 

• Secure Document Repositories: Mandating centralized, encrypted cloud portals and 

restricted-access document management systems to prevent unauthorized interception 

of sensitive commercial data. 

• Cloud Processing and LLM Restrictions: Regulating whether and how confidential case 

materials, proprietary source code, and trade secrets can be processed through external, 
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third-party Large Language Model providers whose training datasets might absorb 

proprietary inputs. 

• Cyber-Hygiene and Breach Protocols: Establishing strict incident-response workflows, 

immediate breach notification mandates, and data destruction protocols for all 

participants, including counsel, party-appointed experts, and tribunal secretaries. 

Furthermore, SIAC’s modernized framework grants tribunals explicit discretionary authority 

to monitor technological compliance. If a party or an arbitral participant utilizes digital tools in 

a manner that compromises procedural integrity, data security, or confidentiality, Rule 61 

provides the institutional backing necessary to issue adverse cost allocations, evidentiary 

sanctions, or procedural exclusions. This proactive posture ensures that technological 

efficiency never supersedes fundamental legal protections. 

The Indian Institutional Landscape: Evolution of IIAC and MCIA Rules 

In parallel, the Indian institutional arbitration ecosystem has undergone an aggressive structural 

overhaul, driven by legislative mandates to establish India as a premier global hub for 

international commercial dispute resolution. The primary standard-bearers of this institutional 

evolution are the India International Arbitration Centre (IIAC) Regulations, 2023 and the 

MCIA Rules. 

The IIAC Regulations, 2023 provide a centralized statutory mechanism under the aegis of an 

Act of Parliament, emphasizing institutional oversight, panel-based arbitrator appointments, 

and modern e-filing protocols. While the IIAC framework successfully incorporates digital 

case management systems for filing, notice serving, and virtual hearings—accelerated by post-

pandemic judicial digitization championed by the Supreme Court of India—its explicit 

provisions regarding algorithmic transparency, AI-assisted drafting, and data security remain 

nascent. The regulations grant standard administrative powers to the Registrar and the tribunal, 

but they lack granular directives governing the use of artificial intelligence or cloud-based legal 

technologies by adjudicators. 

Similarly, the MCIA Rules introduce sweeping efficiency-oriented reforms, including 

expanded evidentiary powers, refined expedited procedures, and comprehensive provisions for 

third-party funding and tribunal secretaries. The MCIA Rules reflect international best 

practices by streamlining document production schedules and empowering tribunals to control 

the pace of proceedings through advanced case-management techniques. However, much like 

the IIAC framework, Indian institutional rules treat technological adoption primarily through 

the lens of logistical convenience (such as virtual hearings, electronic document transmission, 

and digital case portals) rather than addressing the deeper cognitive and due process challenges 

posed by Generative AI, automated legal synthesis, and algorithmic award drafting. 

Comparative Gap Analysis: Discrepancies in Mandates and Case Management 

A systematic comparative analysis between SIAC’s advanced framework and India’s 

institutional offerings (IIAC/MCIA) reveals significant structural gaps in how emerging 

technologies are governed: 

• Explicitness of Technological Safeguards: While SIAC’s Rule 61 directly addresses 

information security, data privacy, and digital document integrity, Indian institutional 
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rules rely on broad, generalized provisions regarding tribunal powers and procedural 

fairness, leaving a regulatory vacuum regarding the boundaries of AI usage. 

• Tribunal Discretion vs. Institutional Guidelines: SIAC provides a mature, highly 

structured environment where institutional practice notes guide the intersection of legal 

tech and arbitration. In contrast, Indian institutions leave the regulation of technological 

tools almost entirely to the ad-hoc discretion of individual arbitral tribunals during 

preliminary case management conferences. 

• Transparency and Disclosure Mandates: Neither the IIAC nor the MCIA currently 

mandate explicit disclosure requirements where an arbitrator or tribunal secretary 

utilizes AI-assisted drafting tools or automated legal research engines. Conversely, 

international guidelines, interacting with SIAC’s progressive framework, increasingly 

push toward mandatory disclosure of algorithmic assistance to safeguard party 

autonomy. 

Ultimately, while Indian institutions have achieved remarkable parity in administrative speed, 

digital filing, and cost predictability, their procedural frameworks must evolve beyond mere 

electronic transformation. To bridge the gap with advanced hubs like Singapore, Indian 

institutional rules must explicitly incorporate algorithmic governance protocols, ensuring that 

the integration of Generative Artificial Intelligence does not outpace institutional oversight or 

compromise the sanctity of arbitral awards. 

3. Due Process, Natural Justice, and the Prohibition of Unlawful Delegation 

The integration of Generative Artificial Intelligence (GenAI) into arbitral workflows 

introduces a fundamental jurisprudential tension that strikes at the core of international dispute 

resolution. While commercial parties and institutions champion technological integration for 

its capacity to reduce costs and accelerate dispute lifecycles, the ultimate legitimacy of an 

arbitral award depends entirely on its adherence to due process, natural justice, and the personal 

mandate entrusted to the arbitrators. Unlike state judicial systems, where judges are bound by 

constitutional charters and public administrative oversight, international commercial 

arbitration derives its jurisdiction from the contractual consent of the parties (party autonomy). 

When parties submit a complex commercial dispute to a tribunal, they bargain for human 

cognitive evaluation, judicial temperament, and independent analytical expertise. 

This section examines how the deployment of advanced Large Language Models (LLMs) and 

automated legal reasoning engines challenges traditional doctrines of non-delegation, 

adversarial integrity, and natural justice across the Indian and Singaporean arbitral landscapes. 

Furthermore, it explores how emerging global soft-law standards can be localized to regulate 

technological intrusion without stifling procedural innovation. 

The Non-Delegation Doctrine: Statutory Mandates of Independent Evaluation in India 

and Singapore 

At the heart of arbitral jurisprudence lies the non-delegation doctrine, which dictates that an 

arbitrator, having been selected for their personal qualifications, expertise, and judgment, 

cannot delegate their core adjudicative mandate to a third party or an automated system. While 

arbitral tribunals routinely utilize administrative assistants and tribunal secretaries to manage 
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document indices, compile authorities, and proofread draft awards under strict supervision, the 

cognitive synthesis of facts, evaluation of evidence, and formulation of legal reasoning must 

remain exclusively human.  

The Indian Statutory Framework 

Under the Arbitration and Conciliation Act, 1996, the non-delegation principle is implicitly 

protected through statutory provisions governing the setting aside of arbitral awards. Section 

34(2)(a)(iv) of the Act permits courts to set aside an award if the arbitral procedure was not in 

accordance with the agreement of the parties, while Section 34(2)(b)(ii) mandates setting aside 

an award if it conflicts with the "public policy of India." 

Indian jurisprudence—heavily shaped by landmark Supreme Court precedents such as 

Associate Builders v. Delhi Development Authority and Ssangyong Engineering & 

Construction Co. Ltd. v. NHAI—establishes that an award can be annulled on grounds of 

"patent illegality" appearing on the face of the award or a gross breach of natural justice. If an 

arbitral tribunal relies on an unverified, opaque LLM output to determine liability or construct 

the core legal reasoning of an award, it risks breaching its personal mandate. Such reliance 

converts the tribunal into a rubber-stamping body for algorithmic output, exposing the award 

to successful challenge under Section 34 for failure to exercise independent judicial mind. 

The Singaporean Statutory Framework 

In contrast, Singapore’s pro-enforcement legal architecture, anchored by the International 

Arbitration Act (IAA) and the Model Law on International Commercial Arbitration, maintains 

a strict pro-finality posture. Under Section 24 of the IAA and Article 34 of the Model Law, 

grounds for setting aside are narrowly construed. 

However, Singaporean courts place an equally high premium on natural justice. Article 18 of 

the Model Law (mandating that parties be treated with equality and given a full opportunity to 

present their case) serves as a vital firewall against algorithmic overreach. If an arbitrator 

delegates substantive legal analysis or factual weighting to an AI tool without party awareness 

or consent, it constitutes a structural violation of natural justice under Singapore law. The 

distinction between permissible technical augmentation and unlawful cognitive delegation 

remains the definitive legal boundary in both jurisdictions. 

Adversarial Integrity and the Right to be Heard: Hallucinations, Opacity, and Scrutiny 

Gaps 

The deployment of GenAI tools within arbitral proceedings creates severe vulnerabilities 

concerning adversarial integrity, primarily driven by the technological limitations of LLMs, 

such as algorithmic opacity, data hallucinations, and authority bias.  

The Phenomenon of AI Hallucinations and Fabricated Authorities 

Unlike deterministic software or traditional database searches, Generative AI operates on 

probabilistic token prediction. When tasked with complex legal research or award drafting, 

LLMs frequently generate plausible-sounding but entirely fictitious case law, statutory 

provisions, and scholarly citations—a phenomenon widely documented as "hallucination." 

If an arbitrator or party representative submits or relies upon unverified AI-generated 

jurisprudence, it bypasses rigorous legal scrutiny. When an arbitral tribunal incorporates these 
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phantom authorities into its substantive reasoning without cross-verification, the integrity of 

the record is severely compromised. This directly violates the adversarial principle that all 

factual and legal material influencing an award must be subjected to mutual testing, debate, 

and rebuttal. 

Compromising the Right to be Heard (Audi Alteram Partem) 

The right to be heard is universally recognized as a foundational pillar of natural justice in 

international arbitration. In a traditional setting, if a tribunal uncovers a relevant legal principle 

or precedent independently, established institutional practice often requires the tribunal to 

invite submissions from the parties on that specific point before rendering a decision. 

However, when an LLM is utilized in secret to evaluate the persuasiveness of competing 

submissions, synthesize expert witness testimony, or calculate damages, the parties are entirely 

shut out of the analytical loop. This creates an invisible layer of machine-driven adjudication 

that the parties cannot interrogate, cross-examine, or challenge. The opacity of neural network 

weightings and hidden token prompts transforms the tribunal's decision-making process into 

an unscrutinized black box, violating the fundamental guarantee of audi alteram partem. 

Furthermore, authority bias and cognitive inertia pose profound psychological risks. 

Arbitrators—operating under heavy caseloads and time pressures—may exhibit an 

unwarranted deference to sophisticated-sounding text generated by an advanced AI system, 

accepting automated legal conclusions without exercising independent critical thought. This 

uncritical acceptance degrades the quality of international dispute resolution and invites 

extensive challenges at the enforcement stage.  

Adoption and Localization of Global Soft-Law Standards: CIArb and SVAMC 

Frameworks 

Given the rapid acceleration of artificial intelligence and the lag in formal legislative 

amendments across national seats, the international arbitration community has turned to 

specialized soft-law instruments to establish normative guardrails. Two primary frameworks 

lead this global movement: the Chartered Institute of Arbitrators (CIArb) Guidelines on the 

Use of AI in Arbitration and the Silicon Valley Arbitration and Mediation Center (SVAMC) 

AI Guidelines. 

Core Tenets of Global AI Guidelines 

These soft-law instruments establish a principled, non-binding foundation designed to govern 

participants across the arbitral ecosystem:  

• The Duty of Competence and Diligence: Mandating that any party, counsel, expert, or 

arbitrator utilizing AI tools must maintain complete accountability for the output. Users 

are legally and professionally responsible for uncorrected errors, inaccuracies, or 

hallucinations produced by their chosen technology.  

• Mandatory Disclosure: Establishing protocols where the use of AI tools that materially 

impact the proceedings, evidentiary submissions, or award drafting must be proactively 

disclosed to opposing parties and the tribunal.  

https://fra.st/


 

 

Review of Futures Markets (RFM)  

ISSN: 1933-7116 

Volume 34 Issue 2 (2026) 

Website: https://fra.st 

 

1434 
 

• Safeguarding Confidentiality: Prohibiting the input of sensitive, privileged, or 

proprietary commercial data into public, open-source LLMs whose training 

architectures might retain or expose corporate secrets to external datasets. 

• Non-Delegation and Due Process: Reinforcing that the personal mandate of the 

arbitrator cannot be assigned to software, and ensuring that no tribunal relies on AI-

generated external information without extending a formal opportunity for parties to 

comment.  

Localization within Indian and Singaporean Arbitral Seats 

Integrating these global soft-law standards into regional seats like India and Singapore requires 

proactive institutional implementation. 

In Singapore, institutions such as SIAC are well-positioned to incorporate CIArb and SVAMC 

principles directly into standard case management protocols and preliminary conference 

checklists. Because Singaporean practitioners and courts maintain close alignment with 

international best practices, adopting these guidelines as standard soft-law benchmarks offers 

seamless harmonization with the International Arbitration Act. 

Conversely, in India, where institutional arbitration is undergoing rapid standardization, 

localizing these global benchmarks requires deliberate intervention by domestic institutions 

like the IIAC and MCIA. Indian arbitration centers must move beyond passive adoption of 

digital filing systems and actively mandate the inclusion of AI Procedural Orders (such as 

Procedural Order No. 1 tech addendums) at the inception of every proceeding. By requiring 

parties and tribunals to formally declare their intended use of legal technologies, address cloud 

data security compliance under India's Digital Personal Data Protection (DPDP) Act, and 

explicitly waive or restrict opaque algorithmic tools, Indian institutional arbitration can insulate 

itself against due process challenges. 

Ultimately, the harmonization of global soft-law instruments with domestic procedural rules 

ensures that the transformative efficiencies of Generative Artificial Intelligence are fully 

harnessed without compromising the sacred trust of independent, human-driven adjudication. 

4. Confidentiality, Data Governance, and Cybersecurity Pressures 

The integration of Generative Artificial Intelligence (GenAI) and cloud-based Large Language 

Model (LLM) architectures into international commercial arbitration introduces profound 

vulnerabilities regarding data security, institutional confidentiality, and privilege preservation. 

Arbitration has historically derived its commercial appeal from its private and confidential 

nature, shielding sensitive corporate strategies, proprietary source code, trade secrets, and 

personal data from the public gaze of state court litigation. 

However, when counsel, arbitrators, or institutional administrators ingest massive electronic 

case files, witness statements, and expert reports into cloud-native GenAI tools, they trigger 

severe legal and structural friction points. This section examines the collision between cloud-

based processing platforms and strict institutional confidentiality covenants, contrasts India’s 

emerging regulatory framework under the Digital Personal Data Protection (DPDP) Act with 

Singapore’s mature data governance model during cross-border electronic discovery, and 
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evaluates the hidden risks of proprietary corporate data leaking into public LLM training 

datasets. 

Protecting Privileged Information: Cloud-Based GenAI Platforms vs. Institutional 

Covenants 

Confidentiality is foundational to international arbitration. Most institutional rulebooks—

including the SIAC Rules, IIAC Regulations, and MCIA Rules—contain explicit covenants 

prohibiting parties, counsel, and tribunals from disclosing awards, orders, and documents 

produced during proceedings. Traditionally, these covenants applied to physical files, 

encrypted local hard drives, and password-protected virtual data rooms (VDRs). 

The advent of cloud-deployed Generative AI shatters this perimeter. Commercial LLM 

platforms—whether hosted via proprietary enterprise application programming interfaces 

(APIs) or consumer-facing cloud interfaces—fundamentally alter the custody chain of sensitive 

information. When a legal team uploads a multi-million-word arbitral record containing cross-

border commercial secrets or legal advice privileged under common law doctrines into a cloud 

environment, several structural risks emerge: 

• Waiver of Legal Professional Privilege: Under common law principles applicable in 

both India and Singapore, the voluntary disclosure of confidential legal advice or 

privileged documents to a third party without adequate safeguards can constitute an 

inadvertent waiver of privilege. Submitting privileged case analyses to a third-party AI 

vendor’s cloud infrastructure risks stripping the material of its protected status. 

• Institutional Covenants vs. Cloud Terms of Service: Standard institutional 

confidentiality rules impose duties on participants in the arbitration, but they do not 

bind third-party technology vendors. If a cloud-based AI provider’s standard terms of 

service permit automated logging, caching, or administrative inspection of user 

prompts, the tribunal and counsel may unknowingly breach institutional confidentiality 

obligations. 

• Inadequate Data Segregation: Many cloud platforms lack enterprise-grade data 

isolation, meaning that prompts and uploaded documents can inadvertently comingle 

across multi-tenant servers unless dedicated, zero-retention enterprise agreements are 

contractually secured prior to use. 

Cross-Border Compliance: India's DPDP Act Framework vs. Singapore's Data 

Governance Models in E-Discovery 

International commercial arbitrations seated in India or Singapore frequently involve multi-

jurisdictional e-discovery, requiring the collection, processing, and transfer of personal data 

across borders. The regulatory treatment of this data differs sharply between the two 

jurisdictions, creating a complex compliance landscape for tech-assisted arbitrations. 

India’s Evolving Framework Under the DPDP Act 

With the formal notification of the Digital Personal Data Protection (DPDP) Rules, India’s data 

protection regime operates under a strict consent-centric model. For arbitral proceedings 

involving personal data of Indian residents, data fiduciaries and arbitral participants must 

navigate rigorous statutory obligations:  
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• Purpose Limitation and Data Minimization: Personal data collected for commercial 

disputes cannot be repurposed or fed into external AI training pipelines without explicit, 

purpose-specific consent from data principals. 

• Security Safeguards and Breach Notifications: Under the DPDP framework, data 

fiduciaries must implement robust technical measures—such as AES-256 encryption at 

rest and TLS transmission security—and adhere to strict data breach reporting 

timelines. A failure to protect personal data processed during digital arbitration 

workflows can invite severe financial penalties levied by the Data Protection Board of 

India (DPBI).  

• Data Localization and Cross-Border Transfers: The central government retains the 

authority to restrict the transfer of personal data to specified blacklisted jurisdictions, 

creating potential bottlenecks when cross-border arbitral teams utilize global cloud 

servers for AI-assisted document review. 

Singapore’s Balanced Data Governance Model 

Conversely, Singapore’s Personal Data Protection Act (PDPA), alongside the robust data 

governance guidelines enforced by the Singapore International Arbitration Centre (SIAC) and 

the judiciary, provides a more flexible, risk-managed environment for international e-

discovery: 

• Exceptions for Legal Proceedings: Singapore’s PDPA provides explicit statutory 

exemptions allowing the collection, use, and disclosure of personal data without 

consent where it is necessary for evaluative purposes, legal proceedings, or the 

establishment and defense of legal claims. 

• Harmonized Technological Protocols: Singapore’s institutions leverage standardized 

frameworks like SIAC Rule 61 (Information Security) to establish predictable, court-

backed protocols for cross-border e-discovery, ensuring that data protection compliance 

does not paralyze the evidentiary phase of high-stakes technical arbitrations. 

Vendor Terms and Training Data Risks: Proprietary Leakage and Public LLM Datasets 

Beyond statutory privacy compliance, arbitral participants face severe operational hazards 

stemming from vendor data ingestion and training model feedback loops. 

When commercial entities or legal counsel utilize consumer-tier or unvetted enterprise LLMs 

during arbitral preparation, user inputs are frequently harvested by AI developers to retrain, 

refine, and optimize future model iterations. If proprietary source code, confidential patent 

applications, proprietary financial ledgers, or trade secret disclosures are entered into an 

unconfigured LLM prompt box, that proprietary information is effectively absorbed into the 

model's neural network weights. 

Subsequent queries by unrelated third parties across the globe could inadvertently trigger 

outputs that regurgitate fragments of this confidential corporate data. This represents an 

irreversible breach of confidentiality that cannot be remedied by post-hoc deletion requests, as 

the information is baked into the model's underlying parameter architecture. 
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To insulate institutional arbitration from these catastrophic leaks, institutional rules and 

preliminary procedural orders must enforce strict vendor vetting standards. Participants must 

be legally restricted to using zero-data-retention (ZDR) enterprise APIs or secure on-premise, 

localized open-weights models that guarantee user prompts and uploaded documents are never 

utilized for external model training. By mandating rigorous technological due diligence before 

any GenAI tool touches an arbitral record, arbitral seats can safeguard the sanctity of corporate 

secrets and maintain public trust in institutional dispute resolution. 

5. Conclusion, Strategic Remarks, and Institutional Recommendations 

The intersection of Generative Artificial Intelligence (GenAI) and institutional arbitration 

presents a profound paradox: while large language models and automated reasoning tools offer 

unprecedented solutions to the rising costs, data density, and duration of cross-border disputes, 

they simultaneously threaten the core pillars of due process, adversarial transparency, and the 

legal enforceability of arbitral awards. As this paper has demonstrated through a comparative 

examination of India and Singapore, the fundamental challenge facing international 

commercial arbitration lies in establishing a harmonious equilibrium between technological 

efficiency and rigorous procedural safeguards. 

Synthesis of Enforcement Thresholds and Judicial Scrutiny 

The ultimate test of any tech-assisted arbitral award occurs at the enforcement and annulment 

stage under the framework of the New York Convention. National courts are increasingly 

forced to grapple with whether an award tainted by opaque algorithmic reasoning, unverified 

AI hallucinations, or unauthorized cognitive delegation violates fundamental notions of 

procedural fairness or public policy. 

• The Indian Judicial Landscape: Indian courts reviewing awards under Sections 34 and 

48 of the Arbitration and Conciliation Act, 1996 maintain a vigilant posture against 

procedural irregularities that breach natural justice or cross the threshold of "patent 

illegality". If a domestic or international award rendered in India exhibits signs of 

uncritical reliance on AI-generated legal reasoning without party input, it invites 

aggressive judicial scrutiny and potential setting-aside applications on public policy 

grounds. 

• The Singaporean Pro-Enforcement Posture: Conversely, Singapore’s High Court and 

the Singapore International Commercial Court (SICC) anchor their approach in a strict 

pro-enforcement philosophy. While safeguarding natural justice and the right to be 

heard under the International Arbitration Act, Singaporean courts emphasize arbitral 

finality and expect parties to utilize structured technological protocols—such as those 

embedded in SIAC Rule 61—to mitigate procedural risks proactively rather than 

seeking post-hoc judicial intervention. 

Strategic Recommendations and Institutional Roadmap 

To insulate international arbitration from the systemic risks of unregulated technological 

adoption, arbitral institutions, legal practitioners, and legislative bodies across emerging and 

mature seats must implement targeted structural reforms. The following recommendations 

provide a roadmap for safeguarding due process while embracing technological innovation: 
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• Mandatory Disclosure and Transparency Protocols: Arbitral institutions (such as 

IIAC, MCIA, and SIAC) should formally mandate that arbitrators, tribunal secretaries, 

and parties disclose the deployment of any Generative AI tools used for substantive 

legal analysis, evidentiary synthesis, or award drafting. Transparency eliminates the 

"black box" dilemma and preserves adversarial integrity. 

• Adoption of Standardized Technology Procedural Orders: Tribunals should routinely 

issue a preliminary "Tech Protocol Order" (adapting frameworks like the CIArb and 

SVAMC guidelines) at the inception of proceedings. This order must explicitly set 

boundaries on cloud data input, restrict unvetted LLM usage, and establish mutual 

consent parameters for digital tools. 

• Enforcement of Zero-Data-Retention (ZDR) Standards: To protect institutional 

confidentiality covenants and comply with rigorous data protection frameworks—such 

as India's Digital Personal Data Protection (DPDP) Act and Singapore's PDPA—

practitioners must be contractually restricted to enterprise-grade, zero-retention AI 

APIs that prevent corporate secrets and privileged data from leaking into public model 

training datasets. 

• Judicial Training and Capacity Building: National judicial academies in jurisdictions 

like India must conduct specialized training programs for commercial court judges to 

distinguish between permissible technological assistance (such as electronic document 

management and automated translation) and unlawful delegation of adjudicative 

authority. This prevents reflexive, disruptive set-aside actions against tech-enhanced 

awards. 

Final Forward-Looking Synthesis 

Ultimately, Generative Artificial Intelligence must remain a powerful instrument in the service 

of human judgment, never its replacement. By bridging the regulatory gap through proactive 

institutional rulemaking, transparent disclosure practices, and robust cybersecurity compliance, 

arbitral seats like India and Singapore can successfully navigate the digital transition. Ensuring 

that technology acts as a safeguard of justice rather than a threat to due process will secure the 

enduring legitimacy and global efficacy of institutional arbitration for decades to come. 
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